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Abstract

In this position I present peer datastructures as a means to representing and
synchronizing data in applications for pervasive computing systems. This
communication abstraction is presented in the context of a virtual machine
for pervasive computing applications, also outlined in this paper.

1 Introduction

Contemporary research in services for pervasive computing and ubiquitous comput-
ing often assumes a central server [2, 3, 7, 9, 11], even though from an architectural
point of view the central server is ill-suited to these new computing paradigms.
Examples of such centralized services includes context and location awareness [2],
a platform for groupware applications [11], a location-based information system [3],
as well the simpler yet still difficult problem of managing appointments in a group-
based calendar.! The origin of this dichotomy is the simplicity of programming
clients that operate through a central server, as opposed to decentralized peers that
share relevant information.

Implementing a pervasive computing system without a central server typically
involves defining a communication protocol for distributing and synchronizing data.
Rather than implementing such protocols from scratch for every application, my
goal is to have a library of standard abstractions for sharing and synchronizing
data, similarly to the collection library available for any decent object-oriented lan-
guage. Distributed Asynchronous Collections are a prime source of inspiration for
this work [6], but are based on the publish/subscribe paradigm, which is not nec-
essarily ideal for distributing all kinds of data. Rather than relying on a continued
dissemination of data, I want each local copy of the data structure to continuously
be as complete as possible. (Of course, the publish/subscribe paradigm is powerful
enough to provide this behavior as well, but I am searching for other potentially
simpler solutions.)

This position paper describes a work-in-progress in the implementation of com-
munication abstractions for a pervasive computing virtual machine: I describe the
current state of our virtual machine implementation (including its basic communica-
tion mechanisms), outline how to implement peer data structures as an abstraction
for distributed communication with simple communication and synchronization be-
havior, and last give examples of how these data structures concretely can be used
as a substitute for a centralized server architecture.

1To be fair, the purpose of the cited papers was to demonstrate the usefulness of services, not
to investigate the architecture of pervasive computing systems.



Motivating examples

As a first example, consider a distributed calendar. Here, an appointment is made
for an entity (e.g., a person or a room) for a specific time interval on a specific
day. A conflict between two appointments usually needs to be resolved by the
end user. The standard approach is to store the calendar information on a central
server, but if this server is down, only locally cached information can be read, and
no new appointments can be made. Alternatively, the calendar information can be
replicated between servers, but a broken network connection between e.g. a meeting
room where appointments are being made and the servers is sufficient for rendering
the system inoperable.

As a second example, consider a location service used to implement a context
service: the complete set of location information is used in an expert system that
infers information about what each object (e.g., person) is doing currently, to for
example allow the graphical user interface to be context-sensitive [2]. The location
information need not be precise, since context information by its nature is based
on guessing. A central server is typically used to collect location information which
is then accessed by clients. If the server or the network connection is down, no
information can be gathered, not even about local events.

2 Virtual machines in pervasive computing

In the context of this paper, I define a pervasive computing system as a distributed
system with heterogeneous devices and network connections of variable quality.
Devices are not only heterogeneous in the sense of having different processors, but
also range from e.g. low-end embedded systems through cell-phones and PDAs to
distributed computing clusters and large server systems. Network connections range
from high-quality local-area network through wide-area networking as embodied
by the Internet to unstable network connections provided by wireless networks or
Bluetooth.

To facilitate application development for pervasive computing systems, we are
at the Center for Pervasive Computing currently developing a virtual machine with
special facilities for supporting pervasive computing, named SOM. Due to the het-
erogeneous nature of pervasive computing systems, virtual machines have an obvious
advantage since they provide a uniform execution environment. The SOM virtual
machine executes programs written in a minimal version of Smalltalk. A single
virtual machine hosts many independent, self-contained programs, referred to as
systems. A system can migrate between virtual machines (and hence physical ma-
chines); we support strong migration, so program execution continues immediately
after the point where the migration primitive was invoked.

We intend for applications to be structured in terms of multiple systems, to
facilitate the use of agent-oriented programming, and also e.g. allow the central
parts of an application or the GUI component to migrate physically close to the
user. Thus, communication between systems should be as simple as communicating
with local objects; proxy objects are ideal for this purpose.

3 Proxy objects

In SOM, communication between systems can be both local and remote, depending
on the current physical location of each system. We have chosen to make com-
munication as transparent as possible by using proxy objects, as described in this
section. Note that the proxy mechanism is currently under implementation, and
not all aspects are completely functional.



The primary inter-system communication mechanism of SOM is remote method
invocation through proxy objects. A proxy is created by contacting a remote system
and looking up an object stored in its global dictionary. Objects never move between
systems, and passing objects as arguments to methods results in proxy objects being
passed; the migration of complete systems is the only way to move data, although
objects can be copied across systems, as described in the next paragraph. Proxies
should be transparent with regards to system migration, which is implicitly the case
since they are based on SOM TCP/IP connections which are stable with regards
to system migration (an alternative approach would be the way object migration is
implemented in Emerald [10]).

Proxies support a special primitive clone, which creates a copy of the remote
object in the local system. The local clone references objects from its original system
using proxies (being Smalltalk, this includes the class). An object can override the
default clone operation to e.g. provide deep cloning.

Proxies are implemented at the virtual machine level, which allows the virtual
machine to aggressively optimize communication between systems that have mi-
grated to the same virtual machine. Our goal is to optimize proxy calls similarly to
virtual dispatches, and even inline code across system boundaries. Deoptimization
can be used to recover the system boundaries when a system needs to migrate to
a different virtual machine. Thus, system mobility becomes an important factor
in communication, since a system can migrate closer to other systems with which
it communicates frequently. In addition to optimizing local communication, opti-
mization across physical machine boundaries can be done for objects that permit a
latency in when modifications become visible to their proxies, since object state can
be cached locally and considered immutable for the duration of the latency inter-
val. (Object immutability comes as a special case when there is an infinite latency
interval.)

4 Peer data structures

Just as the individual parts of a standard application needs to share data across
module boundaries, a pervasive computing application needs to share data across
physical devices (as an example, consider the calendar and location service described
in the introduction). In this section I first argue for peer data structures as a solution
to this problem, and then give two concrete examples of peer data structures, a
dictionary and a disjoint set.

4.1 The case for peer data structures

Pervasive computing applications need to share part of their state with other devices
in the pervasive computing system: critical state must be replicated to other devices
to permit autonomous behavior without a network connection, but not all state can
be replicated since the devices are of widely different capacity. 1 propose to store
shared data in a peer data structure where the complete data structure is copied
across all interested parties and incrementally synchronized between these parties.
(Naturally, synchronization policies are application specific and must be defined by
the programmer, similarly to e.g. comparison operators for ordered sets.)

A peer data structure is created on a system, and can be replicated to other
systems; both the original and any replicate are valid representatives for the data
structure and are henceforth referred to simply as peers. Data can be read from
and written to the data structure using standard operations. Providing consistency
for complex updates (e.g., transactions) would probably be hard (if not impossible



with this approach), but compound elements in the data structure can be used to
achieve a similar effect.

Resolution of synchronization conflicts for a data structure is defined by the
programmer, although default behavior can be provided (examples follow in Sec-
tion 4.2). A given data structure generates synchronization conflicts in specific
cases, e.g. a peer dictionary generates a conflict only for separate insertions of items
with identical keys. The programmer specifies a per-element merge operation that
merges a conflicting modification into the data structure, possibly signaling an error
to the originator of the conflicting modification. Merge operations are required to
give rise to the desired semantics of the data structure independently of the order
in which modifications arrive, so that a semantically correct state results from a
series of modifications that arrive in random order. Thus, groups of peers that are
disconnected from the rest of the system and that make local updates will, when
reconnected, resynchronize their local updates with all other updates, until a stable
configuration is reached.

Synchronization is done incrementally from peer to peer, similar to gossip-
ing [4, 5]. Specifically, synchronization of a modification only requires synchroniza-
tion with the immediate neighboring peers before the process is completed locally.
Synchronization with all remaining peers continues asynchronously, and can thus
generate synchronization errors at any future point in time, until the synchroniza-
tion process is complete. Merging is done at each peer before synchronizing with
other peers, which reduces traffic (similarly to message obsolescence [8]). If a neigh-
bouring peer is unavailable within a given timeout, the unsynchronized element is
tagget as “modified but not synchronized,” and will be synchronized when either
the peer becomes available or a new peer is assigned instead.

By default, a peer neighbors the peer it was created from and a number of its
peers, as well as any peers subsequently created from it; the neighboring relation
can be modified as long as all peers are transitively connected. A system can use
this rerouting mechanism in case a peer has crashed (detectable through a timeout).
Maintenance of neighboring relations is considered future work, but I expect that
the existing work on gossiping would come in useful here.

In effect, at any given point in time, the actual content of the peer data structure
exists throughout the pervasive system, but no single device is guaranteed to have
complete information. Thus, each peer represents the local “best guess” of the
global state of the data structure.

4.2 Peer dictionary

A dictionary is a data structure that maps a key to an element; it supports the
following operations:

Dictionary d:
d.insert(k,e) : insert (k,e) into d, overwriting any (k,e’)
d.lookup (k) : if (k,e) is in d then return e
d.containsKey(k): if (k,e) is in d then true, else false

Note that I for simplicity have omitted a delete operation; deletion introduces many
complications, and it may be that a more restricted version is more appropriate.
Thus, in a peer dictionary, synchronization conflicts can occur only when insertion
is done for an existing key. Conflicts are resolved by merging the original element
and the new element, as follows:

d.insert(k,e’) with d.containsKey(k):
e:=d.get(k); d.insert(k,merge(e,e’))



non-strict latest-arrival:
element = data
user_merge(e,e’) = e

keep-newest (elements carry time stamp):
element = (time stamp,data)
user_merge(e,e’): if time(e) newer time(e’) then return e
else return e’

conflict-preserving:
element = NO_CONFLICT(data) | CONFLICT(id,data)
user_merge(e,e’):
id:=fresh_id();
originator(e’).signal_conflict(id);
HERE.signal_conflict(id,e’);
return CONFLICT(id,e)
user_merge (CONFLICT(id,e) ,RESOLVE(id,e’)) = return e’

Figure 1: Predefined merge operators with corresponding data representations

Some elements can be automatically merged, so the user-defined merge operator is
only needed in some cases:

merge(e,e’): if mergeable(e) then return e.merge(e’)
else return user_merge(e,e’)

Example of elements that can be automatically merged are other peer data struc-
tures and objects that have a merging behavior explicitly defined.

Figure 1 shows three simple examples of user-defined merge operators and corre-
sponding data representations (the most common merge operators would be avail-
able in the library of peer data structures). A realistic application would probably
require much more elaborate merge operators. In each case I give the representation
of an element and the definition of the user merge operator. The “non-strict latest-
arrival” merge operator simply keeps the latest modification, and is appropriate
for information that need not be exact. The “keep-newest” merge operator uses a
time stamp to actually keep newest information. The “conflict-preserving” merge
operator keeps any merge conflicts around and leaves it up to the originator or the
local peer (represented by “HERE”) to resolve the conflict with another modification.

4.3 Peer disjoint set

A disjoint set is a data structure that contains non-overlapping elements, with
the definition of overlapping being a parameter of the data structure; based on the
overlapping criterion each peer can decide individually whether an element is legible
for inclusion in the data structure (modulo synchronization conflicts). This data
structure supports the following operations:

Disjoint set s with overlap condition:

s.insert (e) : If not s.overlap(e) then insert e into s

s.overlap(e) : If e overlaps with element in s then true, else false
s.contains(e) : If e is in s then true, else false

s.delete(e) : Remove e from s, if present

(Note that by defining the overlap parameter as equality, we get a standard set.)
The insertion behavior is similar to that of the peer dictionary:



s.insert(e) with s.overlap(e):
es:=s.get_overlaps(e); // returns all overlapping elements
for each x in es: s.delete(x);
for each x in es: s.insert(merge(x,e))

The merge operators presented for the peer dictionary (shown in Figure 1) can be
used straightforwardly for the peer disjoint set.

5 Return of the central server

Returning to the central server examples of the introduction, these are easily im-
plemented with peer data structures, as follows:

e The calendar system can be composed from peer data structures:
Calendar = Dictionary(entity,Appointments)<no user_merge>
Appointments = Dictionary(date,Daily)<no user_merge>
Daily = ConstrainedSet<no overlapping hours,conflict preserving>

For the two dictionaries, no user_merge operator is needed since merging is
done automatically by the aggregated data structure. In the last case, the
constrained set, no overlapping hours are allowed for appointments, and all
conflicts are preserved and signaled. The user is required to resolve each
conflict manually.

e The location service can simply be implemented using a dictionary that maps
entities to locations. Either “non-strict latest-arrival” or “keep-newest” can
be used; the latter is significantly more precise but has a larger overhead since
some concept of global time is needed. (Having the complete location infor-
mation available across all interested peers allows any peer to infer context
information, which again can be stored in a peer data structure.)

I assume that existing applications from these examples written for a central server
could easily be rewritten to use peer data structures. Of course, the behavior of the
applications would be significantly modified compared to a central server solution,
but it was never the intention to provide the exact same semantics.

I am currently working on prototype implementations of the distributed data
structures described in this paper. In addition, I am searching for a replacement
for the traditional proxy mechanism. For all of their simplicity, proxies have a
major disadvantage in the context of pervasive computing: a proxy can only be
used so long as the target object is accessible. If there is no network connection
to the physical machine where the target object is currently stored, operations on
the proxy will block. As a solution, I am currently investigating peer objects which
replace the implicit client-server relation in proxies with a peer-to-peer relation. A
peer object would be an autonomous clone of a remote object that synchronizes
modifications with this object (again, synchronization conflicts are handled by user
code).
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